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ABSTRACT: Data barriers exist in power metering systems,
hindering cross-entity data sharing and integration, which leads
to low accuracy in data-driven identification of abnormal
electricity consumption behaviors. While federated learning
can alleviate data silos, traditional methods struggle to meet the
diverse needs of different entities regarding anomaly features.
Additionally, issues such as insufficient privacy protection and
lack of incentive mechanisms persist. To address these
limitations, this study proposes a collaborative optimization
federated learning framework that balances privacy and utility.
The framework incorporates several key innovations. First, it
employs wavelet decomposition to segregate user electricity
data into approximation and detail coefficients, separating
common and individual characteristics as well as
low-sensitivity and high-sensitivity data components. Then, an
optimal differential privacy strategy is derived through a
master-slave game model, incentivizing power entities to share
high-value raw data while balancing privacy protection and
data utility. Finally, based on the optimal personalized privacy
budget obtained from the game mode, a hierarchical
differential protection is applied to highly sensitive
personalized models. This approach integrates a novel
federated aggregation method, combining average weight
parameters from power entities and magnitude weight
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parameters from metering centers. It enhances the local
adaptability of power entity models and the global universality
of metering center models while ensuring robust data privacy
and security. Experimental results on an abnormal electricity
usage detection dataset demonstrate the effectiveness of the
proposed framework in improving detection accuracy while
maintaining data privacy and utility.

KEY WORDS: federated learning; wavelet decomposition;
stackelberg game; differential privacy; electricity theft
detection
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Table 1 Comparison of experimental results of federated learning frameworks

- Non-1ID U %
A7
TR Fik1 Ffk 2 Tk 3 Tk 4 BN L RS
o ) 1% 87.26 86.39 86.17 86.64 88.09 93.24
TR - 1 B N
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ZEOYBEA i 80.19 78.97 80.74 80.23 80.29 81.97
TR - 1 B = 72.28 71.16 73.38 72.17 7173 76.92
) ) ik 89.62 89.61 90.17 88.85 89.92 92.83
TR AN 1 A B N
= 87.31 88.85 87.42 86.97 86.71 85.77
ZE4TBaAL 1% 82.83 82.06 81.33 82.49 83.32 81.67
BEFRANEAL S 5] 78.64 79.01 77.94 79.13 79.38 75.31
PUB-COFL &% 84.17 83.94 83.11 83.99 84.58 83.81
(RS J51%) 5} 80.93 82.05 81.29 80.73 80.74 79.64
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Table 2 Experimental analysis of the universality of federated learning framework

Non-1ID PR 2%
APS
P Euy! Tk 2 FAk3 Tk 4 Fik 5 L IR %5 2%
FE 5 RaFh 1% 78.39 79.52 80.44 79.35 78.16 80.24
IRFR Y 5% = 69.46 70.55 72.72 73.02 69.43 76.90
Er A 1% 81.22 79.94 81.93 82.82 81.25 80.52
IR A B [ 75.38 76.63 77.58 77.21 78.43 74.14
PUB-COFL fi% 81.72 81.34 82.16 82.67 81.42 82.48
(AP 7575) [ 75.33 77.65 76.84 78.45 7721 7757
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FKOr 5N 69.46%. 75.38%A11 75.33%.
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